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| session_id = 20081223309804 |
E SRET 309804 OFAEH 2008 4£ 12 A 23 Bic0 1 L& ZFD cookie
DEERLTNS

2 cookie [Ty bEhity P a  BHIFOH

HE X J0RBAbRIUTT4 20 (BF, XSS &n)) KDWTTT,
Web 7 7)) Tid, XSS OBTERZHAEOMDELL,

GE :XSSHEIZOWTIE, B3 0/al5h0LSZ, FIRENSDAHT—¥
Iz <script ®<iframe B EDXFIINESENTWERER, AHFzv I T,
MEEHRETHESIZLTOELE,

HE : AAFzyIZITRER XSS MEETSOREETYT, £9 HTML HhH
DRI “<7, “>7, ) W YG” BEREN Y&V, “&gt;”, “&quot;”,
“&#39;", “&amp;” ICERT DI EMEETT. £OLT, O 5L
HTML ¥/ 0Q% 2K EDREICELZHATZEEE, ERNOMANKET
ED

GE :(HEBEARRNMNS) 23RE, TOLIITHELET.

1 #!/usr/bin/perl

2 use CGI; # LA ceI mgmtvn—» I DEREEE

3 use DBI; # AR ABRAE a—/LDBI DERZEER

4 $cgi = new CGI; # GIISADAT U bEER

5 $uname = $cgi->param(’uname’); # uname XS ASERE

6 die if (chkstr($uname)); # uname [CNFTIANFrv o

(#88)

11 $dbh = DBI->connect('DBI (#B8) ') or die; # DB TS

(&ER) # uname Z8(C SQL X EMAUT, RTT
18 $dbh->disconnect or die; # 08 oY

(#H88)

24 print "<img src=\"http://www.c-sha-AA . com/img/a0.png\" alt=\" (&) \">";
(€-1:9)

29 print "<img src=\"../img/al.png\" alt=\" (&) \"></div>";

30 print "<form action=\"../cgi-bin/shori-a.cgi\" method=\"post\">";

31 print "<p>FJAH B : <input name=\"uname\" type=\"text\" value=\"$uname\">";
(HER)

50 print "<img src=\"https://www.c-sha-AA . com/img/a9.png\" alt=\" (HEE) \">";

51 print "</div></body></html>"; # HIML R TS %A

52

53 sub chkstr { # SIBACKHRF -7 - ESFEELLBS
54 my $str = shift; # true £iEY

55 if ($str=~/(<script|<iframe| (&HEE) )/) {return(true)};

56 }
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EROAXFICBRTS, gid, —BLETXTOXFRNEZBRTZ ST a>
TdH3.

$°, $&, $', |'The date is 1970-01-23.' =~ /([0-9]{4})-([0-91{2})-([0-9]{2})/;

$1, 32, -~ print “String before the date: $ \n";

print
print

"Date: $&\n";

“Sstring after the date: $'\n";

......... "Year: $1\n", "Month: $2\n", "Day: $3\n"; = ...
XF5 “The date is 1970-01-23.” IR L T, —HL B2 ORMOXF
A, —BLEXFER, —BLESHOBAIOXFEREENTIER ", &
ICRAT S, 2, () CHEhEEINY—L—BLEXFERZE, 1 &H
NOMEICER 1, 2, 3 KRATS, Th5EFAL, “String before the
date: The date is ", “Date: 1970-01-23", “String after the date: .”,
“Year: 1970”, “Month: 01", “Day: 23" @ 6 {72 H AT 3,

13. AthRfEBaZL

open open LOG, ‘>l 108 5 e
T71) cgi.log ZBEE— RTHE, 771NN RV LOG ITHIFTT
5.

<filehandle>  |$line = <USER FILE>; o eeeoooaona]
T 74NN BV USER_FILE 5 172 HHBAATEHY line ILRAT 3,

< B OCOrdS = <35 e
BEAN (AT RI13ENRDHEER, IR RI1UBIRTHRES
Nie7 740 HOBERTF—FZHHBAD, TRTOTEZEANEK records
RAT S,

print PNt LOG o SyNC. M S e
T7AINY B LG IZHIET B 7 71 WX FREH AT S,

close close LOG;

T7AWN BRIV LG IHETA 771 I EBEL 3,

W4, SRATLAFT7x—R

die open(FILE, ‘a_file’) or die ‘cannot open a file'; |
T 714 a_file #BI<. BAKDITRMLI=EE, “cannot open a_file” & W
SAvtE—TVEHALTETERTT 3.

system system 'a.out’;

....................................................................................

AT Ra.out ZEITFL, I RMRTTEIETHBTS,




7. RPTREBTIHAIE, FEETTHEEACARL, ERAESEREIITHS
BNGEELTLEZ N,
BEATRERSE | 13:10 ~ 13:50
MECHTIHEBICIIEZATEE A, XBREBVBRLTIEEN,
. BERTORARER, BEAMALTEVWERA,
10. 7025 LEEE Perl DR - BB, TOMTFORBESRLTIEI N,
11. EB&P, LRI ORMMERATESHDIE, ROBDIIEDET.
B, SETORELIET>TWERA,
SBRE, BREXRI v—TIRIV)), REHD, HLIA, ER, K (75—
LR ERBTESNOBEEIIERART), NAF, F4vPa
NSV EICBITERA, ERADTEXEA.
12. BB TH, TORERTFRIRERENTELY, .
13. ERAMIZ, WAL HETHRELTIEEN, ERFCRHELZVWESE, &
HEIhFRA,
14. BRBRBEDIZ P LATEELBoRD, KONELIBHEDLERER, FE#
TFTEBARIRAELTESY,
15. FHIOBERMMEIE 14:30 TTDT, 1410 ETIFHBLTIEE N,

HBRFEICERI N T34 XRESAR, ThEhEHOBEXRBEREHETY.
2B, RREETIE, © R ™ 2HELTWERA,



